Windows and MAC
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

User Handbook

How to Connect Your PC or MAC Remotely and Securely
to Your U.S. Department of Commerce Account

Developed for You by the Office of IT Services (OITS)/IT Service Desk

*** For both Windows and MAC ***

Need Further Help?
If you need more help or have questions, please contact the IT Service Desk or
your Technical Point of Contact (TPOC):

Service Desk: (202) 482-5010
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Introduction
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Introduction

This handbook contains a series of step-by-step user guides and other information
related to securely connecting to your U.S. Department of Commerce account from

a remote location.
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Start button

How to ldentify Your Operating System
User Handbook — Remote and Secure Connection

Version 1.01 — 09/19/2013

1. How to Identify Your Operating System

Step 1: Click the Start button in the lower left-hand corner of your screen. This will
bring up the Start menu. See Figure 1 below. (NOTE: The Start button on your

machine may look a bit different than the one in Figure 1.)

Step 2: Locate the Computer or My Computer link in the left-hand menu. Right-
click on the link. This will bring up the Computer menu. See Figure 1 below.

Step 3: Right-click on the My Computer or Computer link and select Properties.
This will bring up the Properties screen similar to that shown in Figure 2 below.
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Figure 1 — Right click on Computer to view Computer Properties.

DOC — OS — OCIO — Service Desk

For Official Use Only

Page 4 of 46




How to ldentify Your Operating System
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 4: Take a look at the information on the Properties page. Locate the
Operating System beneath the Windows edition or System heading. See Figure 2
below. (NOTE: Your screen may not be identical to that shown in Figure 2, but it
will contain the Operating System information.) Write down the information.

,j"\‘j' 1B » Control Panel » System and Security » System

Control Panel Home . .. .
View basic information about your computer

| Device Manager Windows edition

| Remote settings Windows 7 Enterprise

| System protection Copynight & 2JUd Microsoft Corporation. All rights reserved.

| Advanced system settings Service Pack 1
Systern
Rating: £o W Windows Experience Index
Processor: Intel(R) Core(TM) i5-3570 CPU @ 340GHz 3.40 GHz
Installed memeory (RAM): 400 GBE (3.89 GE usable)
Systern type: 64-bit Operating System
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and werkgroup settings

Computer name: OCIO-D4152024

Full computer name: OCI0-D4152024 .ose.bureau.doc.gov
See also Computer description:
Action Center Domain: ose.bureau.doc.gov

Windows Update ] o
Windows activation
Performance Information and

Tools Windows is activated

Figure 2 —The information about the Operating System is listed under the Windows edition or
System heading.

End of Procedure

Go to Table of Contents
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How to ldentify Your Operating System

User Handbook — Remote and Secure Connection

Version 1.01 — 09/19/2013

2. Supported Platforms

Only the use of Internet Explorer with the ActiveX plug-in is supported by
HCHB Service Desk. Although other browsers can be used, we do not
support them. That being said, here are all the combinations available to

users:

OSs

Browsers

Windows 7 on x86 (32-bit) and x64 (64-
bit)

Internet Explorer 8.x and 9.x (ActiveX
and Java)

Firefox 3.x and 4.x (Java)
Google Chrome 6.0, 7.0 and later (Java)

Windows Vista x64 (64-bit)
Windows Vista x86 (32-bit) SP2

Windows Vista x86 (32-bit) SP1
with KB952876

Internet Explorer 7.x, 8.x and 9.x
(ActiveX and Java)

Firefox 3.x and 4.x (Java)
Google Chrome 6.0, 7.0 and later (Java)

Windows XP x64 (64-bit)

Internet Explorer 7.x and 8.x (ActiveX
and Java)

Firefox 3.x and 4.x (Java)
Google Chrome 6.0, 7.0 and later (Java)

Windows XP x64 (32-bit) SP2

Microsoft Internet Explorer 6.x-8.x
(ActiveX and Java)

Firefox 3.x and 4.x (Java)
Google Chrome 6.0, 7.0 and later (Java)

Mac OS X 10.5 & 10.6 (32-bit and 64-
bit)

Safari 3.x and 4.x and 5.x (Java)
Firefox 3.x and 4.x (Java)
Google Chrome 6.0, 7.0 and later (Java)

Linux

Firefox 3.x and 4.x (Java)

Go to Table of Contents
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How to Log In Using SSL VPN on Windows XP
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

3. How to Log In Using SSL VPN on Windows XP

Step 1: Add https://sslvpn.doc.gov to the “Trusted Sites” list in Internet Explorer
(see Section 8: How to Add a Trusted Site and Bookmark).

Step 2: Update Java to the latest version (see Section 9: How to Update Java on
Your Personal Machine).

Step 3: Launch Internet Explorer.

Step 4: Go to: https://sslvpn.doc.gov.

Step 5: Login with your Username and Passcode.

DOC S5L VPN Login

Please enter your username and passcode.

Username: | |

Passcode: (sewessl |

Figure 3 - Type in your username in the “Username”
field. In the “Passcode:” field enters your 4-8 digits PIN
plus the six-digit code from your RSA token. Then click
Login.

NOTE: If you are new user (see Section 7: How to Create a PIN for SSL VPN).
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How to Log In Using SSL VPN on Windows XP
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 6: Read the U.S. Government notice and press Continue.

You are accessing a U.S. Government (USG)
Information System (I5) that is provided for
USG-authorized use only. By using this 1S
{which includes any device attached to this IS),
you consent to the following conditions: -The
USG routinely intercepts and monitors
communications on this IS for purposes
including, but not limited to, penetration testing,
COMSEC manitaring, network operations and
defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (Cl}
investigations.

’ Cancel ]I[ Continue ]I

Figure 4 - Read the above information and click
Continue to proceed.

Step 7: When the screen below appears, click on the first link if you are connecting
using a desktop computer. If you're using a laptop, click on Laptop-OCIO. (NOTE:
Some information is blocked out below for security purposes.)

| Terminal Servers Bookmarks
& oclo- NG
& Laptop-Ocio- NN

Figure 5 — Click on one of the two links below the Terminal
Servers Bookmarks heading. Click OCIO if you are
connecting using a desktop monitor or Laptop-OCIO if using
a laptop.
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How to Log In Using SSL VPN on Windows XP
User Handbook — Remote and Secure Connection

Version 1.01 — 09/19/2013

Step 8: Accept the Digital Signature and press Run.

Warning - Security

The application's digital signature has an error. Do you f'\
want to run the application? /e

Name: net propero.rdp. applet. RdpApplet
Publisher: Cisco Systems, Inc,

From: https:ffsslvpn.doc. gov

[ lwsays trust conkent Fram this poblisher.:

—
’ Run ] Cancel
—

w The digital signature was generated with a trusted certificate but More Information..
.

has expired,

Figure 6 — Check the Always Trust Content from this
Publisher box, and then click Run.

Step 9: Click OK to precede the next step.

IWARNING* *WARNING**WARNING***WARNING***

criminal and
data transiting

Figure 7 — Click the OK button to precede the next step.
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How to Log In Using SSL VPN on Windows XP
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 10: Click on Other User.

Other User

Figure 8 — Click on Other User to sign as OSE domain.

Step 11: Login using your workstation credentials. Type “OSE\” before your
username to sign into the OSE domain.

N

How do I log on to another domain?

Switch User

Figure 9 — Login using your workstation credentials. IMPORTANT: Type
“OSE\” before your username as shown in the screenshot above.
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How to Log In Using SSL VPN on Windows XP
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 12: When complete, disconnect from the workstation.

» &l Programs Méindous Security

| Eearch programs and files

Figure 10 - Click on the Windows Start button, go to Log off and click
Disconnect

Step 13: Logout of SSL VPN portal

DAL SR

Time left: 15:19:

Figure 11 -Click the Logout button X in the
upper right-hand corner to disconnect from
the portal.

End of Procedure

Go to Table of Contents
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How to Log In Using SSL VPN on Windows Vista
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

4. How to Log In Using SSL VPN on Windows Vista

Step 1: Add https://sslvpn.doc.gov to the “Trusted Sites” list in Internet Explorer
(see Section 8: How to Add a Trusted Site and Bookmark).

Step 2: Update Java to the latest version (see Section 9: How to Update Java on
Your Personal Machine).

Step 3: Launch Firefox.

Step 4: Go to: https://sslvpn.doc.gov.

Step 5: Login with your Username and Passcode.

DOC SSL VPN Login

Please enter your username and passcode.

Username: | |

Passcode: [sswsssl |

Figure 12 - Type in your username in the Username
field. In the Passcode: field enters your 4-8 digits PIN
plus the six-digit code from your RSA token. Then click
Login.

NOTE: If you are a new user, see Section 7: How to Create Your PIN for SSL VPN.
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How to Log In Using SSL VPN on Windows Vista
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 6: Read the U.S. Government notice and press Continue.

You are accessing a U.S. Government (USG)
Information System (IS) that is provided for
USG-authorized use only. By using this IS
(which includes any device attached to this IS),
you consent to the following conditions: -The
USG routinely intercepts and monitors
communications on this IS for purposes
including, but not limited to, penetration testing,
COMSEC manitoring, network operations and
defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (CI)
investigations.

[ Cancel ]I[ Continue ]

Figure 13 - Read the above information and click
Continue to proceed.

Step 7: When the screen below appears, click on the first link if you are connecting
using a desktop computer. If you’re using a laptop, click on Laptop-OCIO. (NOTE:
Some information is blocked out below for security purposes.)

—= AN OFFICIAL WEBSITE OF THE UNITED STATES GOVERNMENT

1 SSLVPN.DOC.GOV

UNITED STATES DEPARTMENT OF CC

| Terminal Servers Bookmarks

@ ocio- I
i@ Laptop-Ocio- NN

Figure 14 — Click on one of the two links below the Terminal
Servers Bookmarks heading. Click OCIO if you are
connecting using a desktop monitor or Laptop-OCIO if using
a laptop.
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How to Log In Using SSL VPN on Windows Vista

User Handbook — Remote and Secure Connection

Version 1.01 — 09/19/2013

Step 8: Accept the Digital Signature and press Run.

Warning - Security

The application's digital signature has an error. Do you ;'\
want to run the application? AR
Name; net.propero.rdp.applet.RdpApplet
Publisher: Cisco Systems, Inc.,
From: https: ffsslvpn.doc.qov
[ sy trust conkent From this publisher ;
P—
[ Run l Cancel
M—
_'i_ The digital signiature was generated with a trusted certificate but More Information...
. has expired,

Figure 15 — Check the Always Trust Content from this
Publisher box, and then click Run.

Step 9: Click OK to precede the next step

CWARNING " WARNING*WARNING™*WARNING***

criminal and
data transiting

Figure 16 — Click the OK button to precede the next step.
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How to Log In Using SSL VPN on Windows Vista
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 10: Click on Other User.

Other User

Figure 17 — Click on “Other User” to sign as OSE domain.

Step 11: Login using your workstation credentials. Type “OSE\” before your
username to sign into the OSE domain.

I

Switch User

Figure 18 — Login using your workstation credentials. IMPORTANT: Type
“OSE\” before your username.
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How to Log In Using SSL VPN on Windows Vista
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 12: When complete, press Disconnect to disconnect from the workstation.

|3 Al Programs Weindous Security

| Search progrars end files

Figure 19 - Click on the Windows Start button, go to Log off and click
Disconnect

Step 13: Logout of SSL VPN portal.

Time left: 15:19:

Figure 20 - Click the Logout button X on
the upper right-hand corner to disconnect
from the portal.

End of Procedure

Go to Table of Contents
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How to Log In Using SSL VPN on Windows 7
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

5. How to Log In Using SSL VPN on Windows 7

Step 1: Add https://sslvpn.doc.gov to Trust Site (see Section 8: How to Add a
Trusted Site and Bookmark to Internet Explorer).

Step 2: Enable ActiveX (see Section 10: How to enable ActiveX for Windows 7).

Step 3: Launch Internet Explorer.

Step 4: Go to: hitps://sslvpn.doc.gov.

Step 5: Login with your Username and Passcode.

DOC SSL VPN Login

Please enter your username and passcode.

Username: | |

Passcode: sesses| |

Figure 21 - Type in your username and the 4-8 digits
PIN plus the six-digit code from your RSA token. Then
press Login.

NOTE: If you are new user (see Section 7: How to Create Your PIN for SSL VPN).
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How to Log In Using SSL VPN on Windows 7
User Handbook — Remote and Secure Connection

Version 1.01 — 09/19/2013

Step 6: Read the U.S. Government notice and press Continue.

You are accessing a U.S. Government (USG)
Information System (IS) that is provided for
USG-authorized use only. By using this IS
(which includes any device attached to this IS),
you consent to the following conditions: -The
USG routinely intercepts and monitors
communications on this IS for purposes
including, but not limited to, penetration testing,
COMSEC monitoring, network operations and
defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (CI)
investigations.

’ Cancel ]I’ Continue l

Figure 22 - Read the above information and press

Continue to proceed.

Step 7: When the screen below appears, click on the first link if you are connecting
using a desktop computer. If you’re using a laptop, click on Laptop-OCIO. (NOTE:
Some information is blocked out below for security purposes.)

SSLVPN.DOC.GOV

UNITED STATES DEPARTMENT OF

| Terminal Servers Bookmarks

& oclo- I
@ Laptop-ocio- I

Figure 23 — Click on one of the two links below the Terminal
Servers Bookmarks heading. Click OCI0O-D if you are connecting
using a desktop monitor or Laptop-OCIO if using a laptop.
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How to Log In Using SSL VPN on Windows 7
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 8: When the Remote Desktop Connection windows appears as shown
below, click Connect.

,

\a) A website wants to start a remote connection.

This remote connection could harm your local or remote computer. Do not connect unless you know where
this connection came from or have used it before.

Q_ Type: Remote Desktop Connection
£ Remote computer: 127123

Allow the remote computer to access the following resources on my computer:

[¥]Clipboard [¥] Printers

Changes to these options apply to this connection only.

(# Details Cancel

Figure 24 - Press the Connect button.

Step 9: If the yellow banner appears as below, click Install.

This website wants to install the following add-on: 'Cisco SSL VPN Portforwarder' from 'Cisco Systems, Inc'.
What's the risk?

Install

Figure 25 - From the Yellow Banner that prompts on the bottom of the screen, click Install.

NOTE: This step applies if a user is logging in for the first time login from a given
workstation. Users that have connected previously with the same remote machine
can skip to Step 10 below.
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How to Log In Using SSL VPN on Windows 7
User Handbook — Remote and Secure Connection Version 1.01

— 09/19/2013

Step 10: Click OK to precede the next step.

FEWARNING ™ WARNING™* *WARNING***WARNING***

this computer
e media attached to thi

nunication or data tran

red on this

http://home.c
indicates yo

Figure 26 — Click the OK button to precede the next step.

Step 11: Click on Other User.

| cnm——— Other User

Figure 27 — Click on Other User.
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How to Log In Using SSL VPN on Windows 7
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 12: Login using your workstation credentials. Type “OSE\” followed by your
workstation username and password as shown below.

N

e, B

Log on to: OSE
How do I log on to another domain?

| Switch User '

Figure 28 — Login using your workstation credentials. IMPORTANT: Type “OSE\”
followed by your username and password as shown in the screenshot above

Step 13: When you have completed your work, click on the Windows Start button,
then the small arrow to the right of the Log off button and then Disconnect.

P Al Programs

| Bearch programs and files

Figure 29- Click on the Windows Start button, go to Log off and click
Disconnect.

DOC — OS — OCIO — Service Desk Page 21 of 46

For Official Use Only



How to Log In Using SSL VPN on Windows 7
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 14: Log off from the SSL VPN portal by pressing the X.

Time left: 15:19:

Figure 30 - Click the Logout button X in the
upper right-hand corner to disconnect from
the portal

End of Procedure

Go to Table of Contents
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How to Log In Using SSL VPN on Windows 8
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

6. How to Log In Using SSL VPN on Windows 8

Step 1: Add https://sslvpn.doc.gov to the Trusted Sites list in Internet Explorer
(see Section 8: How to Add a Trusted Site and Bookmark to Internet Explorer).

Step 2: Update Java to the latest version (see Section 9: How to Update Java on
Your Personal Machine).

Step 3: Launch Internet Explorer.

Figure 31 — Click on the Desktop icon and from the desktop launch Internet
Explorer.

Step 4: Go to: https://sslvpn.doc.gov.
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How to Log In Using SSL VPN on Windows 8
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 5: Login with your Username and Passcode.

DOC S5L VPN Login

Please enter your username and passcode.

Username: | |

Passcode: (sewessl |

Figure 32 - Type in your username and the 4-8 digits
PIN plus the six-digit code from your RSA token. Then
press Login.

NOTE: If you are new user (see Section 7: How to Create Your PIN for SSL VPN).

Step 6: Read the U.S. Government notice and press Continue to proceed.

You are accessing a U.S. Government (USG)
Information System (IS) that is provided for
USG-authorized use only. By using this IS
(which includes any device attached to this IS),
you consent to the following conditions: -The
USG routinely intercepts and monitors
communications on this IS for purposes
including, but not limited to, penetration testing,
COMSEC monitoring, network operations and
defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (CI)
investigations.

’ Cancel II[ Continue ]I

Figure 33 - Read the above information and
press Continue to proceed.
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How to Log In Using SSL VPN on Windows 8
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 7: Click on one of the links beneath the Terminal Servers Bookmarks
heading on the SSL VPN Portal. Click on Laptop-OCIO if using a laptop.

== AM UrrICIAL WEBSIE OF 1HE UMITED S1ATES (GUYERMMEM|

< ) SSLVPN.DOC.GOV

UMITED STATES DEPARTMENT OF

| Terminal Servers Bookmarks

&

| Terminal Servers Bookmarks

& ocio-0 TN
& Laptop-0CiO-.

Figure 34 — Identify the two links below the Terminal Servers Bookmarks heading. Click on
OCIO-D if you are connecting using a desktop or Laptop-OCIO if using a laptop.

Step 8: When Remote Desktop Connection prompts, click Connect

\a) A website wants to start a remote connection.

This remote connection could harm your local or remote computer. Do not connectunless you know where
this connection came from or have used it before.

Q_ Type: Remote Desktop Connection
2 Remote computer: 127123

Allow the remote computer to access the following resources on my computer:

[v]Clipboard [¥] Printers

Changes to these options apply to this connection only.

(4! Details Connect ] [ Cancel

Figure 35 - Press the Connect button.
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How to Log In Using SSL VPN on Windows 8
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 9: If the yellow outlined dialogue window appears as shown below, press
Install to continue.

This website wants to install the following add-on: 'Cisco SSL VPN Portforwarder’ from "Cisco Systems, Inc'.
What's the risk?

Install

Figure 36- If this banner appears on the bottom of the screen, click Install.

NOTE: This step applies to a first time login from a given workstation. Users that
have connected previously with the same remote machine can skip to Step 10.

Step 10: Click OK to precede the next step.

this computer, 2) this computer
attached

ranet at:

gon OK

Figure 37 — Click the OK button to precede the next step.
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How to Log In Using SSL VPN on Windows 8
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 11: Click on Other User.

Other User

Figure 38 — Click on Other User, as shown in the screenshot above.

Step 12: Login using your workstation credentials. Make sure you type “OSE\”
before your username as shown in the screenshot below.

N

Switch User

Figure 39 — Login using your workstation credentials.
IMPORTANT: Type “OSE\” before your username.
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How to Log In Using SSL VPN on Windows 8

User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 13: When you have completed your work, navigate to the Log off button,
click the small arrow to the right and then click the Disconnect button.

Méindous Security

» &)l Pragrarns

| Eearch programs and files P | 'b-
Lock

Figure 40 — Press the Disconnect button as shown above to disconnect from )
your workstation.

Step 14: Click the X as shown below to logout of the SSL VPN portal.

S LN -

Time left: 15:19:

Figure 41 - Click the Logout button X on
the upper right-hand corner to disconnect
from the portal

End of Procedure

Go to Table of Contents
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How to Log In Using SSL VPN on a MAC

User Handbook — Remote and Secure Connection

Version 1.01 — 09/19/2013

7. How to Log in Using SSL VPN on a MAC

Step 1: Go to Java.com and click on the “Download” link. When you get the screen

below, click on “See all Java downloads”

Download Java for Windows

Recommended Version 7 Update 25 (filesize: 882 KB)

Agree and Start Free
Download

license agreement

windows and re-open) to enable the Java installation

= Installation Instructions
= System Requirements

riotthe right operating system® See all Java downloads
D c

Java software for yo
Runtime, Runtime
Java plug-in, Java plugin, Java add-on or Java download

By downloading Java you acknowledge that you have read and accepted the terms of the end user

Q When your Java installation completes, you may need to restart your browser (close all browser

dto
e, Java VM, JVM, Vi

asthe Java

oORACLE

Figure 42 - Click on the "See all Java downloads"

as shown in the Figure above.

Step 2: Click on “MAC OS X” as shown in figure below and install.

& Windows e Which should | choose?

I
Windows Online
o - Instructions
filasize: 882 KB
Windows Offline
[+] Instructions

filesiza: 20.2 MB

Infermation about the 84-bit Java plug-in

Mac 05 X € Mac Download FAQ

X (10.7.3 version and aboveT

Instructions

privileges for installation. » Mare information

After installing Java,
restart your browser and
verify Java has been
installed correctly.

Afterinstalling Java, you
may need to reload or
quityour browserin
order to enable Javain
your browser.

*Java 7 requires an Intel-based Mac running Mac 05 X 10.7.3 (Lion) or later and administrator

Figure 43 - Click on the "Mac OS X" link to download

the install file.

Step 3: When the Java installation completes, reboot the MAC.

Step 4: Launch Safari to log in to the SSLVPN site
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https://sslvpn.doc.gov/

How to Create Your PIN for SSL VPN
User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

8. How to Create Your PIN for SSL VPN

Step 1: Start Internet Explorer and type https://sslvpn.doc.gov.

f',"-' DOC 55L ¥PN Logon - Windows Internet Explorer

n.dac, oy '

Figure 44 - Start Internet Explorer and browse to
https://sslvpn.doc.qov.

Step 2: Enter your username in the Username field. (Usually, first initial and last
name or your workstation USER ID)

DOC SSL VPN Login

Flease enter your username and passcode. FLEASE
MOTE: Your account will be locked after three (3)
unsuccessful attempts. You will not see a warning message.
After three (3) unsuccessful attempts, please contact the
ITCSC Help Desk (202) 482-5010 to unlock your account.

Username: [tleB ]

Passcode: [eseses ]

Login

Figure 45 - Enter your username into the
Username field as shown above.
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Step 3: Enter your Token Number in the Passcode field and Click the Login key.

Figure 46 - Take the number from your
RSA Token and enter it into the Passcode
field as shown in Figure 45.

I DOC SSL VPN Login

Please enter your username and passcode. PLEASE
NOTE: Your account will be locked after three (3)
unsuccassful attempts, You will not see a warning message,
After three (3) unsuccessful attempts, please contact the
ITCSC Help Desk (202) 482-5010 te unleck your account.

Username: |lle3 |

Passcode: eseses h

| Login |

Figure 47 - Enter the number from your RSA
Token into the Passcode field.

Step 4: Next, a window will ask if you want to create a PIN. Enter “Y” for “Yes” and

then click Continue.

Do you want to enter your own pin? (y or n) [n]

More information is required to log in.

Response o

Continue . Cancel |

Figure 48 - Enter Y into the Response field.

Step 5: Enter a 4-8 digit numerical PIN.

Enter your new Numerical PIN, containing 4 to 8
digits
or
"x" to cancel the new PIN procedure:

More information is required to log in.

Response esse

Continue Cancel |

Figure 49- Enter 4-8 digits into the Response
field to create a PIN.
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Step 6: Re-enter same PIN number to confirm and click continue.

Reenter PIN:

More information is required to log in.

Response eeee

Continue Cancel

Figure 50- Re-enter the same number from
above.

Step 7: Your PIN has been created. Click Continue to go forward.

You are accessing a U.S. Government (USG)
Information System (IS) that is provided for
USG-authorized use only. By using this IS
(which includes any device attached to this IS),
you consent to the following conditions: -The
USG routinely intercepts and monitors
communications on this IS for purposes
including, but not limited to, penetration testing,
COMSEC maonitaring, network operations and
defense, personnel misconduct (PM), law
enforcement (LE), and counterintelligence (Cl)
investigations.

(Gancet [ Cormme 4

Figure 51— Your PIN has been created
successfully. Click Continue.
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Step 8: All future logins to the VPN will require a Passcode that is formed using

your PIN followed by the current token code.

Example: If your PIN=1234 and your current token code=678950, then
your Passcode would be entered as 1234678950.

Note: Your token number will change every 60 seconds. Each bar at the left
of the token code represents 10 seconds.

DOC SSL VPN Login

Please enter your username and passcode. PLEASE
MNOTE: Your account will be locked after three (3)
unsuccessful attempts. You will not see a warning
message. After three (3) unsuccessful attempts, please
contact the ITCSC Help Desk (202) 482-5010 to unlock
your account

Username: {ITdoe ) <
Passcode: fio.oo.co.o.l )

%

Figure 52 - Type in your username in the
“Username” field. In the “Passcode:” field
enters your 4-8 digit PIN plus the six-digit
code from your RSA token. Then click Login.

End of Procedure

Go to Windows XP Guide

Go to Windows 7 Guide

Go to Table of Contents

Go to Windows Vista Guide

Go to Windows 8 Guide
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9. How to Add a Trusted Site and Bookmark to Internet Explorer

Procedure #1: Add a Trusted Site to Internet Explorer

Purpose: The following steps show how to add https://sslvpn.doc.gov to the
“Trusted Sites” list within Internet Explorer. This is needed if using Internet
Explorer to securely connect to the Department of Commerce from an external
location.

Step 1: Launch Internet Explorer.

Step 2: Go to Tools & Internet Options.

2'DOC S51. VPN Llogon - Windows Internet Explorer

& | https doc.gov

Fle Edit Yiew Favnrite@Help

' Favorites o @ Vietnal

T = € InPrivate Browsing Ckrl+Shift+P
gg = fCommerce - OCTO Se Reopen Last Browsing Session

InPrivate Filkering Ckrl+Shift+F
InPrivate Filkering Settings

—= AN OFFICIAL WEBSIT

Pop-up Blocker 4
Smart3creen Filker k
Manage Add-ons

Compatibility Wiew
Canpatibility Yiew Setkings

Windows Update
Developer Tools Fiz

Windows Messenger
Diagnose Connection Problems. .

@_

Figure 53 — Click on Tools, and then click on
Internet Options.

DOC — OS — OCIO — Service Desk Page 34 of 46

For Official Use Only


https://sslvpn.doc.gov/

How to Add a Trusted Site and Bookmark to Internet Explorer
User Handbook — Remote and Secure Connection

Version 1.01 — 09/19/2013

Step 3: Go to the Security tab - Click on the Trusted Sites Zone - Click the

Sites button.

Inte. ~et Options

Select a zone ko view or change security settings

¢ <

Inkernst Local intranety QIEE S

GEnetal Privacy | Content | Connections | Programs || Advanced

Restricted
sites

v trust mot ko damage your computer or
wour files,

Security level for this zone

Custom
Cuskom setkings.
- Ta change the settings, click Custam lewel.
- To use the recommended settings, click Default level,

[ Custom lewel... ][ Default level ]

[ Reset all zones ko defaulk level ]

[ [o]4 H Cancel ]
e ——

Figure 54 — Click the Security tab, click
the Trusted Sites tab and then click on
Sites.

Trusted sites =
,? This zone contains websites that you LE2
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Step 4: Enter https://sslvpn.doc.gov in the Add this website to the zone box
- click the Add button - Then Click Close - Then Click OK to exit the Internet
Options window.

Trusted sites

y ¥ou can add and remove websites from this zone. All websites in
this zone will use the zone's security settings,

\Add this website to the zone:

| Add

Wehsites:

htEp:ff* census. gow ~ Remove
http: ffptosharepoint. doc, gow =

http: ffvmney, dau, mil

http: i, iad. gov

https: /¥, census.gow oS
L Sk ..

Require server werification {https:) For all sites in this zone

Custom level, .. Default lewvel

Reset all zones to default level

.ﬁ- Some settings are managed by your systerm administrator,

q []4 ] [ Cancel ] Apply

Figure 55 — Type https://sslvpn.doc.gov
in the Add box and click Add. Click OK to
exit the window.

End of Procedure

Go to Windows XP Guide Go to Windows Vista Guide

Go to Windows 7 Guide Go to Windows 8 Guide

Go to Table of Contents
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Procedure #2: Bookmark https://sslvpn.doc.gov (optional)

Purpose: The following steps show how to quickly add the SSL-VPN site from the
Department of Commerce to the bookmarks within Internet Explorer.

Step 1: Go to https://sslvpn.doc.gov.

Step 2: In Internet Explorer, click on the Favorites icon and then click on Add to
Favorites.

£ | https doc.goy V| % |

By NEER=- Tools  Help
=

" PC

&dd to Favorites, .

#dd ko Favorites Bar

COrganize Favarites. ..

|- Favorites Bar
) Microsoft Websites r

03 HOC

Figure 56 — Click Favorites on the menu
bar, then Add to Favorites.

Step 3: The Add a Favorite dialog prompt will pop up. Click the Add button.

| Add a Favorite

Add a Favorite

%‘L’,\{ Add thiz webpage az a favorite, To access vour favorites, visit the
Favarites Center.

Name: | DIDEERRNZEE

Create in: |ﬂ3 Favorites V| l Mews Folder ]

Cancel

Figure 57 — Give a Name to the Favorite, and
then click Add to complete the process.

End of Procedure

Go to Windows XP Guide Go to Windows Vista Guide Go to Windows 7 Guide
Go to Windows 8 Guide Go to Table of Contents
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10. How to Update Java on Your Personal Machine

Step 1: Launch Internet Explorer.

Step 2: Go to http://java.com.

Step 3: Click the Free Java Download button as shown in Figure 1 below.

Java in Action Downloads

JAVA +YOU,
DOWNLOAD
TODAY!

Free Java Download

Figure 58 - Click the Free Java Download button.

Step 4: Click the Agree and Start Free Download button as shown in Figure 2.

JavainAction  Downloads  Help Center

B Download Java for Windows
» What is Java?

» Remove Older Versions
» Disable Java

» Ermror Messages

» Troubleshoot Java Agree and Start Free
o h

By downloading Java you acknowledge that you have read and accepted the terms of the end user|
license agreement

Recommended Version 7 Update 11 (filesize: 854 KB)

e ebiisail

Figure 59 - Click the Agree and Start Free Download
button.
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Step 5: Click Save, click on the Desktop icon, then click on Save.

File Download - Security Warning

Do you want to run or zave this file?

Mame: JavaSetup7ull.exe
Type: Application, 874KE

From: sdlc-esd.sun.com

Fun ] l Save ] [ Cancel

0 -"‘»l ‘while files from the Interet can be useful, this file type can
) ‘} potentially harm your computer. |f you do not trust the source, do not
= Tun o save thiz software. What's the risk?

Figure 60 — Click the Save button. Figure 61 — Click the Desktop icon, then the
Save button.

Step 6: Locate the file you saved on your desktop and double click to run the
program. (Look for the icon shown in Figure 5 below.)

—
Java
Figure 62 — Double click on

this Java icon on your desktop.

Step 7: The window shown in Figure 6 will appear. Click the Run button.

Open File - Security Warning &|

Do you want to run this file?

Mame: JavaSetup7ull.exe
Publisher. Oracle America, Inc.
Type: Application
From:  C:\Documents and Settingsitie3Desktop

[ FRun ] [ Cancel

e While files from the Intemet can be useful, this file tipe can
g patentially harm your computer. Only run software fiom publishers
you tust, what's the risk?

Figure 63 - Click the Run button.

DOC — OS — OCIO — Service Desk Page 39 of 46

For Official Use Only


http://www.google.com/imgres?imgurl=http://trickywindow.files.wordpress.com/2011/08/arrow-right.jpg&imgrefurl=http://trickywindow.wordpress.com/2011/08/28/how-to-remove-short-cut-arrow-from-your-desktop-icon/&h=502&w=822&sz=36&tbnid=qxStO6M5dUPRVM:&tbnh=91&tbnw=149&prev=/search?q=arrow+photo&tbm=isch&tbo=u&zoom=1&q=arrow+photo&usg=__Byx2wXNa4jCReECYluWC3AC8jCA=&docid=qu08rT-t1VV9uM&hl=en&sa=X&ei=iDUAUZnnG-jk0gGXlIDQBA&ved=0CDIQ9QEwAQ&dur=110

How to Update Java on Your Personal Machine

User Handbook — Remote and Secure Connection Version 1.01 — 09/19/2013

Step 8: Once you click the Run button, the full update installer will start to
download to your machine (see Figure 7 below). Wait for this process to complete.

Ty e e et T i%Faihin] Wl B9 1 Sl RET

[

N e e sy e ke oy b g oty By
Lo piSyINE BP0 D=l B8 PAE 3 7 o

s, il b e el o bl B e B (o g e DR
) o Uy Dt

‘il gp a7

Figure 64 — Once you click the Run button,
the program will download the full Java

installer.

Step 9: When the Welcome to Java window appears, as shown in Figure 8 below,
click the Install button. This will launch the Windows Installer shown in Figure 9.

3

Java Setup - Welcome

E(_: ]ava" ORACLE

Ty Windows Installer

Jawa provides safe and secure access to the world of amazing Jawva content,
From business solutions to helpful utilities and entertainment Jawva makes
wour internet experience come to life

Cancel

Mote: Mo personal information is gathered as part of our install process
Click here for more information an what we do collect

Figure 66 — This window appears within a
minute after the Install button is clicked.

Click Install to acceptthe license agreement and install Jawa now.

[ Change destination folder Cancel Install >

Figure 65 - When this window appears, click
the Install button.
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Step 10: Wait while the Java update is installed. The window, shown in Figure 10
below, will indicate the progress of the update.

Java Setup - Progress EHEl X

‘Ei’ Java ORACLE

Status:  Instaling Java

3 Billion Devices Run Java

Figure 67 - This window shows the progress of
the Java update.

Step 11: When you see the window shown in Figure 11 below, you have
successfully updated Java on your personal machine. Click the Close button.

Java Setup - Complete El

‘E(_,_) ]a\fa" ORACLE

&/ You have successfully installed Java

When Java updates are available, you will be prompted to download and
install. WWe recommend you always do soto ensure your system has the
latest performance and security improvements.

See the instructions if vou wantto change this behavior.

Figure 68 - This window indicates that you have successfully
updated Java on your machine. Click the Close button.

End of Procedure

Go to Windows XP Guide Go to Windows Vista Guide Go to Windows 8 Guide
Go to Table of Contents
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11. How to Enable ActiveX for Windows 7

Step 1: Go to Start - type Services in the search box - then select Services.

Programs {3)

-#: Component Services
= services

Control Panel (&)

1 View local services
@ Manage Information Cards that are used to log on to online services
@ Windows CardSpace
18 Allow remote access to your computer
1B Allow Remote Assistance invitations to be sent from this computer

18 select users who can use remote desktop

' See more results
| (& Search the Internet

Ervices &34 Shutdown |» |
e w| /|

'Figure 69 — Click Start, type Services in
the box, and select Services.

Step 2: After the Services window prompt, double click on ActiveX installer.

File Action View Help

ActiveX Installer (AxInstsv)
Start the service Local Service
. Andrea ST Filters 5... Started Automatic Local System |

Description: . Application Experie... Processes ... Started Manual Local System
Provides User Account Control validation 2, Application Identity — Determines. .. Manual Local Service

for the installation of ActiveX controls ", Application Informa... Fadiitates ... Started Manual Local System

from the Internet and enables ; L ) i
management of ActiveX control -, Application Layer G... Providess... Manual Local Service
installation based on Group Palicy -, Application Manage... Processesi... Manual Local System
settings. This service is started on L ASPNFT Statecer  providec Disahl=d Matuork s

Figure 70 — Double click on Active X installer.

DOC — OS — OCIO — Service Desk Page 42 of 46

For Official Use Only



How to Enable ActiveX for Windows 7

User Handbook — Remote and Secure Connection

Version 1.01 — 09/19/2013

Step 3: Under General tab, select Automatic for startup type - Then click
Start for service status > Click “Apply” and “OK” to finish the process.

General | Log On | Recovery | Dependencies |

Service name:  AxinstSV
Display name: ActiveX Installer (fxinstSV)

ActiveX Installer (AxInstsY) Properties (Local Computer) Ei

Help me configure

Disabled

Tz=s 1ot Provides User Account Control validation for the a
escription natallation of ActiveX controls from the Intemet and 3'
I Path to executable:
CA\Windows \system32'svchost .exe & AxinstSVGroup
Startup type: Automatic j
i, (Delayed Start

Service status:  SToppeEa

m Stom | Ease | Eresume |

-\"—u——!""r
‘You can specify the start parameters that apply when you start the service
from here.

Start parameters: I

Figure 71 — Under General tab, choose Automatic for
startup type, then click start, click Apply and OK to complete

and close the Window.

End of Procedure
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12. SSL VPN FAQ

Q. What is SSL VPN?

A. SSL VPN is a web-based remote access system that allows HCHB users to
connect to their HCHB workstation desktops from another computer.

Q. What are the advantages of the SSL VPN over the AnyConnect VPN?

A. AnyConnect VPN requires remote users to have a Government Furnished
Equipment (GFE) product to connect to their workstations. AnyConnect VPN does
not provide seamless connectivity and performance.

SSLVPN allows users to connect using browsers such as Internet Explorer to their
workstations with their non-GFE PCs.

Q. What browser is recommended to support SSL VPN?

A. The best browser to support SSL VPN is Internet Explorer which allows ActiveX
control for full screen capability. Other browsers can be used but will only permit
Java mode.

Q. Can RDP accommodate full screen capability?

A. To run RDP in full screen mode, you will need to execute Active X control. Use
Internet Explorer browser to install ActiveX. When using IE, carefully follow the
instructions that display on the top bar to accept and install the ActiveX control.

This website wants to install the following add-on: 'Cisco SSL VPM Portforwarder’ from "Cisco Systems, Inc'.
What's the risk?

Install
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Q. When | connect to the SSL VPN, will I be able to connect to a previously
established Windows session?

A. Yes

Q. Will I be able to resume the session established with SSL VPN when 1
come in the office?

A. You can resume a session established with SSL VPN on your workstation;
however, it is recommended that you save any documents before exiting the SSL
VPN console.

Q. Does SSL VPN work with Windows Vista or Windows 7?

A. SSL VPN is compatible with both Windows Vista and Win7 operating systems.

Q. Does SSL VPN work with 64 bit version of Windows?

A. Yes

Q. Does SSL VPN work with Mac OS machines?

A. Yes, but cannot provide full-screen capability because ActiveX control is required.
ActiveX works with Internet Explorer and Mac systems don’t support this web
browser. Instead MacOS will connect through Java mode which by default is only
1024 X 768.

Q. Does SSL VPN work on browsers other than Internet Explorer?

A. Yes, but rather than using ActiveX control full screen mode, other browsers will
use Java which only renders a 1024 X 768 screen resolution.
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Q. How can | lock my computer or change passwords during a SSL VPN
session?

A. Click the Windows START button and click the Windows Security button.

Q. How can 1 exit from a SSL VPN session and maintain that session for
future use?

A. Click the Windows START button and click the Disconnect button.
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